
BIG 
THREATS

THE NEW WORLD OF CYBERSECURITY
Discovering Opportunities for Partners to Thrive



Transformation 
of Cybersecurity

The new work from home (WFH) model caused a major disruption in 
conventional cybersecurity planning, leading to a greater demand for 
security resources and trusted IT advisors. The traditional perimeter 
of protection around employees safely housed in a controlled office 
environment has become somewhat obsolete. Employees are 
now conducting business from home and across multiple mobile 
devices resulting in increased security threats and endpoint attacks. 
According to a CSO Pandemic Impact Survey, 61% of security 
and IT leaders are concerned about an increase in cyber attacks 
targeting their employees working from home and 26% reported 
an increase in the volume, severity, and/or scope of cyber-attacks 
since mid-March.

Recognizing the danger, IT decision-makers and organizational 
leaders are ready and willing to take action. Based on an Adobe 
survey, 7 in 10 organizations expect to increase their financial 
investments in security technologies. Despite overall IT budget 
adjustments caused by the year’s events, security spend will still 
grow by 2.4%, one of the strongest categories in all of IT, reports 
Gartner. 

As an established trusted advisor for much of your clients’ IT 
ecosystems, network and infrastructure, it’s important to get up to 
speed with security offerings that further enable work and help 
with peace of mind for many businesses in the current landscape.  
We will prepare you to discuss everything from endpoint protection 
and managed detection and response (MDR) to the zero trust model, 
artificial intelligence (AI) and machine learning (ML) capabilities.

The global pandemic of 2020 transformed 
us as a society, how we connect and 
communicate, and how we conduct business. 
Companies and industries across the globe 
discovered not only the possibility, but the 
necessity of remote work, and many are not 

looking back. A recent study found that 
one third of companies will have half of 
their workforce working remotely post-
pandemic. 



The State of 
Cybersecurity

Common Data 
Breach Tactics

45% feature hacking

22% are caused by errors

22% include social attacks

17% engage malware

8% involve misuse by 
authorized users

4% consist of physical actions

Source: Verizon Data Breach 

Investigations Report 2020

Impact of 
COVID-19

Cybercrime has been on the rise 
due to the pandemic and the 
statistics are alarming: 

• 400% increase in
complaints to FBI Cyber
Division

• 800% increase
in ransomware attacks
(MonsterCloud)

• 20,000-30,000 COVID-19
themed attacks per day in
the US
(Microsoft)

Cybersecurity sales are expected to 
reach $248.3 billion by 2023; 

a CAGR of 10.2%.
-Marketsandmarkets

2020 
Forecasting 

Cloud Security is predicted 
to increase by 33% this year, 
becoming a $585M market.

Security services are expected 
to generate $64.2B in worldwide 
revenue in 2020, making up 
51.9% of the total market.

Data security will grow by 7.2% 
becoming a $2.8B market this 
year.

89% of all cybersecurity 
spending will be concentrated 
in five areas – security services, 
infrastructure protection, 
network security equipment, 
identity access management, 
and consumer security software.
Source: Gartner

  At a Glance



Common Risk Factors of Remote Work

Recommendation: Require VPN access back to the 
corporate network for internet traffic, helping with 
security and bandwidth. All employees should change 
home networking equipment’s default password. 

Household Internet
Employees in office are protected by the company’s network 
firewall; employees working from home typically rely on weak 
or non-existent ISP network protection. As a result, employee 
devices can become infected, moving laterally and potentially 
infecting corporate devices on the network. 

Recommendation: Mobile Device Management (MDM) 
allows IT to remotely control, update or wipe devices. 
MDM solutions can be used on company issued devices 
(helping with management and billing) or for BYOD 
policies. 

Personal Devices
Employees using personal equipment such as PCs, tablets, 
phones, etc. can quickly become an attack vector and security risk. 
Without the security software issued on corporate devices such 
as endpoint protection, VPN, DNS filtering, and more, all sensitive 
company data passing through that device is at risk. 

Recommendation: Proper training and awareness are 
vitally important. All employees need proper training on 
security best practices and what to do if they suspect a 
device has been infected or when a device is lost/stolen. 
Additionally, companies should adopt zero trust policies, 
enabling added verification layers for anyone trying to 
access resources on the company network.

Inadequate Awareness/Training 
Majority of all breaches come from an end user clicking on 
something they shouldn’t. Being out of office, IT is not just a few 
steps away to quickly quarantine a compromised device. 

Recommendation: Email security solutions that 
integrate with SaaS mail services such as Office365 or 
G-Suite to safeguard email attacks.

Email Security
The same vein of protecting users from themselves, employees can 
easily fall prey to phishing scams or impersonating emails. With the 
number of emails sent and received each day, there is a massive 
attack surface. 

Recommendation: This is where network segmentation 
through two connections, VLANs, VRFs, etc. can ensure 
the traffic stays separate. 

IoT Devices
Today’s homes are filled with smart devices – light bulbs, fridges, 
TVs - all connected to the internet. IoT devices have a long way 
to catch up with necessary security and introducing a corporate 
device onto a network shared with IoT devices can be an open 
door for malicious activity. 

Users moving from a secure corporate office network to their home, either as part of a WFH 
initiative or due to the global pandemic, expose security shortcomings and flaws. Notable 
factors impacting business security:  

Download Securing a Remote Workforce for a quick guide to 
share with customers around remote work and security.

https://candid.buzz/secure-remote-workforce


Security 
Must-Haves 

The average lifespan of a breach 
is 314 days and typically ends up 

costing $3.4 million. 
-IBM

As many businesses experience constrained IT resources and stricter budgets, guide customers 
in making strategic decisions when it comes to their security investments. 

Additional Services Your Customers Should Consider:

Penetration Testing – Evaluate IT infrastructure security by safely identifying and exploiting
vulnerabilities found in appliances, operating systems, services and applications.

Vulnerability Scanning – Detect and classify system weaknesses in computers, networks and communications equipment 
and predict the effectiveness of countermeasures.

DDoS Mitigation - Protect attacked networks with “traffic scrubbing” filters, identifying human traffic from bots and  
hijacked web browsers by examining attributes like IP address, cookie variations, http headers, and Javascript footprints.

SIEM Advanced Threat Protection – Combine security information management and security events management into  
one system, collecting and analyzing alerts and data across the network (routers, firewalls, servers, endpoint solutions, etc.)

Download the Security Battlecards for a complete collection of 
solutions, selling tactics, provider shortlists and more. 

Employee 
Training

Employees play a major 
role and responsibility in 
cybersecurity, with IBM 
reporting human error as the 
cause of 95% of breaches. 
Education is the first line 
of defense and ongoing 
training should be mandatory. 
Employee awareness can 
prevent phishing scams, 
responsible for 90% of 
security breaches, by simply 
knowing what to look for 
and reporting to IT. Security 
providers offer trainings and 
resource materials. 

Protected
Access

Virtual Private Networks 
(VPNs), now a very affordable 
solution available through 
various ISPs and cloud 
providers, enable safe remote 
access to the corporate 
network. Add Multifactor 
Authentication (MFA) 
requiring at least three or 
more layers of authentication 
before accessing sensitive 
company data. Combinations 
of password, RSA token, 
SMS, QR code, and biometric 
modality (fingerprint or iris 
recognition) can all be used 
in tandem. To move towards 
a stronger, zero trust model, 
identity access management 
(IAM) frameworks can better 
identify and manage user 
access.

Endpoint 
Security

All devices (mobile, laptops, 
desktops, servers) provide 
a point of entry for attacks. 
Endpoint security, managed 
from a network server or 
gateway and installed on 
each device, blocks threats, 
prevents malicious apps from 
being downloaded and can 
remotely wipe devices should 
it be lost or compromised. 
Monitoring features can be 
used to identify out of date 
software and patches on 
devices – important since 
missing patches cause 60% 
of breaches based on the 
2020 Cyber Hygiene Report. 
Providers also offer antivirus, 
antispyware, firewall, and host 
intrusion prevention system 

(HIPS). 

Managed & Next 
Gen Firewalls

With so many security threats, 
it makes sense to invest in 
managed firewall solutions 
to take on management, 
maintenance and reporting. 
Updates, patch management, 
change management and 
other maintenance is handled 
24x7x365. Next gen firewalls 
(NGFW) bring more enhanced 
features beyond traditional 
firewalls, like the ability to 
block malware from entering 
the network. NGFWs add 
intrusion detection system 
(IDS), intrusion prevention 
system (IPS), deep packet 
inspection (DPI), content 
filtering, application 
awareness, and more. 

https://candid.buzz/security-battlecards


Trending 
Solutions 

Network, data, and endpoint security are the 
three leading use cases of AI in cybersecurity 

today according to IT executives.
-Capgemini

As businesses take a proactive approach to future threats and cybersecurity, new security 
developments are becoming increasingly popular solutions and methodologies:

Extension of Endpoint Detection and Response EDR Capabilities – Get even greater insight into the IT 
environment with extensions monitoring from endpoint to network and cloud applications. Services automatically handle 
triage and send high-alert notifications, leading to a faster incident resolution.

MDR (Managed Detection and Response) SaaS Offerings – Quickly deploy proper monitoring and detection 
solutions without straining IT staff or bogging down resources. As-a-service options continue to grow in popularity and are a 
sound solution for companies who are short staffed and concerned about breaches to quickly rev up services.  

Security with Artificial Intelligence and Machine Learning Built In – AI and ML are being incorporated into 
more and more security solutions, helping to identify and respond to threats at a faster rate than humanly possible and with 
the capability to act predictively. 

Emerging Next Gen Authentication Technology – As password security continues to be a large concern, 
recognition technologies can aid in keeping passwords and tokens protected. Biometric technology can identify people 
through facial, voice and fingerprint recognition. 

Zero Trust Model Driven Solutions – Micro-segmentation, a key component of a Zero Trust policy, can be 
implemented using software-defined networking services and cloud offerings. Network segments and strict control of traffic 
maintains a strong security posture across the network. 



Finance is 300x more vulnerable to
cybersecurity incidents and the cost of
cyber attacks is highest in the banking
industry, reaching $18.3 million annually
per company, according to Accenture. 
With strict regulations and holding 
valuable personal data, a loss or breach 
can jeopardize a financial institution’s 
reputation and customer loyalty. It 
could also result in hefty fines and legal 
repercussions.

Security Spend 
by Company 
Size

All organizations differ in 
IT setup, security needs 
and investments. Cisco’s 
The Security Bottom 
Line gives a snapshot 
into what companies of 
varying sizes spend on 
security, annually.

Mid-market 
(250-999 employees)

46% spend under $250,000 

43% spend $250,000 to 

$999,999

11% spend $1 million+

Enterprise 
(1,000 – 9,999 employees)

23% spend under $250,000 

57% spend $250,000 to 

$999,999

20% spend $1 million+

Large enterprises 
(over 10,000 employees) 

7% spend under $250,000

43% spend $250,000 to 

$999,999

50% spend $1 million+

Industry Targets
Three of the most targeted sectors for cybersecurity incidents are 
finance, healthcare, and retail.  The magnitude of valuable personal 
data being exchanged, makes them prime for selling opportunities.

Solutions
• Next gen firewalls
• Intrusion detection systems (IDS) and

intrusion prevention systems (IPS)
• Threat and response (TDR) services
• Security Information and Event

Management (SIEM) tools
• Vulnerability scans
• Strict BYOD policies
• Endpoint security
• Managed security services specializing

in SOX, GLBA and compliance

Solutions
• UC with HIPAA-compliant features and

EMR/EHR integrations
• Enterprise Mobility Management

(EMM)
• BYOD policies
• Medical endpoint security
• Infrastructure audits adhering to HIPAA
• Network access control (NAC)
• HIPAA/HITRUST training and

cybersecurity education
• Managed security services

Solutions
• Endpoint security
• Anti-malware/anti-virus/EDR in

POS systems
• Encrypted network connection
• Adversarial testing
• Comprehensive vulnerability assessment
• Encryption key management for

cloud data
• Firewalls/IPS/IDS for PCI DSS compliance
• Two-factor authentication

Finance

Healthcare
Healthcare has the highest cost per 
breached data record of any industry 
at $408/record - 3x the cross-industry 
average, reports The HIPAA Journal. 
Dealing with highly sensitive data 
and private personal information, the 
healthcare industry makes up 15% of 
attacks. In addition to cybersecurity, HIPAA 
compliance is also a major concern. 

The Ponemon Institute found 72% of 
retailers have experienced cyberattacks, 
with 61% experiencing one in the last 
year. No matter the size, brick and mortar 
or online, retailers are easily susceptible 
to point of sale (POS) breaches and cyber 
attacks targeting precious consumer 
information and payment information. 

Retail

Learn more about the challenges facing these industries and how these 

solutions can help by reading Cybersecurity for Finance, Healthcare and Retail

https://candid.buzz/security-industry-brochures


Additional questions to start the security conversation: 
• How many full-time employees are at your business?
• How many remote users do you have and what are the security measures in place for them?
• What specific security measures are in place before employees can access your IT infrastructure?
• What types of threats is your network currently facing?
• When was the last time you were audited?

> What was the result of your last audit (if applicable)?
• Do you have an incident response plan?

> If yes: Tell me how you created that to be specific to your end users, your industry, and your customers.
> If no: Why not?

• Do you have any specific concerns, such as changing IT security and compliance regulations?
> If so, which ones?

• What regulatory requirements or compliance standards is your organization subject to?
> Does your network meet those standards, if not, tell me more about where it is lacking?

• Have you experienced any public or known business challenges, such as a data security breach or
major outage?

• Do you have a disaster recovery (DR) or business continuity (BC) strategy in place?
• What is the state of your company’s current cybersecurity strategy and plan?
• What is the process for selecting the security solution or tool to address your cybersecurity challenges?
• With data breaches consistently on the rise, do you feel comfortable that any confidential data that

resides on your infrastructure is completely secure?
• What should I know about your company’s environment when it comes to security that we

have not already discussed?

3 questions to get the appointment

How are your employees 
currently accessing the 

corporate network along 
with critical business 

applications and data?

How are your employees and 
executives trained on cyber 

security? How often do they do a 
refresher course?

When was the last time 
you completed a security 

assessment?

What were the results?

1 2 3

Want to learn how to involve security in conversations that you 
are already having? If you’re selling DIA, MPLA, SD-WAN, hosted 
voice or UCaaS, download Starting the Security Conversation.

Think about the services you are already selling like DIA, MPLS, 
SD-WAN, Hosted Voice and UCaaS.

When selling these top 5 products, are you asking questions about security?

Ask these questions
• What is the reason for looking at dedicated services? 
• Are there applications that are sensitive to jitter, latency and  packet loss?
• What does your security policy look like today?
• What do you use for security today?
• Do you leverage advanced features like Intrusion Prevention, Content filtering, Anti-Malware, etc.?

They might be a good candidate for security solutions such as:
• DDoS mitigation
• Endpoint security
• Managed firewall solutions

Ask these questions

They might be a good candidate for security solutions such as:
• Endpoint security
• Managed firewall solutions
• Security retainer services
• Software-defined perimeter
• Unified threat management

Starting the Security 
Conversation

Dedicated Internet Access (DIA)

Network – Ethernet, MPLS

• What are you doing for security? 
• How do you handle security at the remote sites? 
• Do you have a portal (single pane of glass) to view all

sites and analytics?
• Do you have Intrusion Prevention, Anti Malware, 

Antivirus or Botnet protection in place today?
• How do your remote sites access company 

tools/applications?
• How do your remote sites access the public internet?

• Do you enforce the same security policy at all 
international locations?

• How do you monitor security alerts from 
international locations?

• Are you back hauling traffic to a central point? 
• How are you approaching data integrity in 

response to GDPR?
• How do you monitor your network traffic?

In the Door with Security

https://candid.buzz/security-conversation


Recommended Cybersecurity Providers 

Physical Security Providers 



Marketing

Tech 
Resources

Blogs

Security Resources 

Additional Brochures

Video

Podcasts

Security Solutions - General Brochure

SASE Brochure

Security at the Edge

What's New in Cybersecurity

https://candid.buzz/general-security
https://candid.buzz/SASE
https://candid.buzz/EDGE
https://candid.buzz/security-whats-new





